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1. ABSTRACT

Starting in August 2025, the RED Delegated Act for cyber 
security (RED DA) will, for the fi rst time, mandate binding 
security requirements for radio equipment (e.g. certain wire-
less-connected products). For manufacturers, this means: lit-
tle time, lots of questions – and signifi cant pressure to act. 
But those who see RED as just another regulatory burden 
miss the bigger picture. With RED, cyber security becomes a 
prerequisite for market access – and those who act now are 
already paving the way for the upcoming Cyber Resilience 
Act (CRA). In this article, we’ll share why more manufacturers 
are aff ected than expected, show how to demonstrate com-
pliance with the RED DA directive and explain what matters 
most when implementing the key standard EN 18031.
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2. THE RADIO EQUIPMENT DELEGATED ACT –
CYBER SECURITY BECOMES MANDATORY

From August 1st onwards, manufacturers of equipment that 
contain radio components must have a keen eye on the 
Radio Equipment Directive Delegated Act for cyber security 
(RED DA). This regulation comes with new cyber security 
obligations that must be fulfi lled to make products available 
on the European market. 

What is often overlooked: the RED DA could also apply to 
products that do not come to mind immediately. In par-
ticular, it applies to combinations of non-radio and radio 
equipment. This is the case if the radio equipment part is 
incorporated into the non-radio product and is permanent-
ly affi  xed (i.e. in such a way that it cannot be easily accessed 
and readily removed) to the non-radio product. Given that 
many products incorporate a radio module of some sort 
nowadays, the regulation applies to a wide range of prod-
ucts beyond just equipment with “radio” as its core function. 
Manufacturers must ensure that the radio module’s com-
pliance is maintained within the fi nal product – which can 
mean that applying the RED requirements to the complete 
system becomes necessary, even if the module was already 
compliant as a standalone component.

While these new obligations may pose a challenge for 
many manufacturers at fi rst, they also off er a chance in 

These essential requirements are fairly abstract and prone 
to interpretation. There are multiple ways to deal with this 
challenge.

the long run. Building secure products reduces risks for 
 manufacturers themselves – yet in the past, cyber security 
was often considered a cost driver, not a competitive ad-
vantage. That’s now changing: under the new regulation, 
investing in cyber security is no longer optional or poten-
tially disadvantageous.

All manufacturers who want to compete on the European 
market must meet the same cyber security requirements. 
This levels the playing fi eld – and rewards those who take 
security seriously.

On top of that, the essential requirements of another major 
regulation – the EU Cyber Resilience Act (CRA) – will be-
come fully mandatory in December 2027. The RED DA is 
a strong foundation for this: complying with RED already 
covers many key elements of CRA compliance. Both reg-
ulations share several core requirements, including cyber 
security risk assessments, documentation requirements and 
conceptional cybersecurity mechanisms. Meeting RED re-
quirements now means manufacturers are already a big 
step closer to being CRA-ready.

In a nutshell, the RED DA defi nes 3 essential requirements 
regarding the cyber security of radio equipment [1]:

"Radio equipment within certain categories or classes shall be so 
constructed that it complies with the following essential requirements:

(...)"

(...)

radio equipment does not harm 
the network or its functioning 

nor misuse network resources, 
thereby causing an unaccept-
able degradation of service;

radio equipment incorporates 
safeguards to ensure that the 
personal data and privacy of 

the user and of the subscriber 
are protected;

radio equipment supports 
certain features ensuring 
protection from fraud;

(d) (e) (f) 
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Compliance with the essential requirements that are set out 
in the RED DA can be demonstrated in three diff erent ways – 
so-called “conformity assessment modules”:

3. THE ROAD TO RED DA COMPLIANCE

Module A – Internal production control Module H – Full quality assurance

Module B and C – EU-type examination & 
conformity to type based on internal pro-
duction control

In this approach, the manufacturer ensures and 
declares on his sole responsibility that the prod-
uct satisfi es the essential requirements set out 
in the RED DA. This approach can only be fol-
lowed if the manufacturer adheres to a standard 
that has been harmonized for the RED DA. The 
currently harmonized standard is EN 18031. Even 
though no third party notifi ed body is involved in 
assessing the compliance of the product in this 
case, the manufacturer is still obligated to fully 
apply the standard. All documentation neces-
sary to verify the correct execution of the process 
must be maintained and stored with the techni-
cal documentation, readily accessible to national 
authorities. These authorities may request these 
documents at any time to confi rm that the inter-
nal assessment was properly conducted.

In this approach, the notifi ed body does not 
assess each specifi c product but rather evalu-
ates the manufacturer’s quality system used to 
develop and produce the products. In partic-
ular, this includes which standards are applied 
during development and how compliance with 
these standards is ensured in practice. The no-
tifi ed body verifi es whether the proposed qual-
ity system can reliably ensure that all produced 
products are compliant with the RED DA essential 
requirements. The quality system must be period-
ically re-audited, and the notifi ed body may also 
conduct unannounced inspections to ensure it is 
functioning properly. As with module A, the man-
ufacturer must keep the technical documentation 
of both the products and the quality system and 
make them available to the national authorities 
upon request. 

In this approach, a notifi ed body examines the 
technical design of the radio equipment and 
verifi es and attests that it meets the essential re-
quirements. This assessment may be based on 
the harmonized standard EN 18031, but it doesn’t 
have to be. In this case, close collaboration with 
the notifi ed body is recommended to align on the 
specifi c criteria they require for the assessment. 
If the evaluation is successful, the notifi ed body 
issues an EU-type examination certifi cate. After 
receiving this certifi cate, the manufacturer must 
ensure that the products manufactured match 
the approved type and comply with the require-
ments of the RED DA. Due to the eff ort that assessments of a 3rd party notifi ed body 

entails and due to the limited capacity of the notifi ed bodies, 
it’s likely that most manufacturers will opt for the “Module A” 
approach: following the EN 18031 harmonized standard. This 
allows them to self-assess the product and sign a declaration 
of conformity. Note however, that even if no third party is in-
volved, the relevant documentation must exist at the time of 
declaring conformity and must be at the disposal of national 
authorities for at least 10 years. 
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4. HOW TO FULFILL THE EN 18031 STANDARD

From our perspective, multiple steps are required to fulfi ll EN 
18031. In the following, we will highlight these steps and pro-
vide practical examples.

Step 1: Determination of scope and applicability of 
EN 18031-1 / -2 / -3

Firstly, the system scope that falls under RED DA must be 
determined. In this context it’s important to check for the 
already mentioned “combined product” property [2]. 
Examples for combined equipment could include: 

a non-radio product PCB that has a Bluetooth module 
soldered to it
an IACS that contains a hard-wired telematics unit that is 
not easily removable

Once the system scope is clear, it must be determined which 
parts of the EN 18031 are applicable. EN 18031 is divided 
into three parts, each of which maps to one of the RED DA 
essential requirements d), e) and f ). This also implies that not 
all three standards are applicable for every product, but it 
depends on whether the system is …

… directly or indirectly connected to the internet? 
EN 18031-1 is likely applicable.

Example: A smart home heating controller that is reachable 
over the internet via a dedicated IP address and communi-
cates wirelessly to remote temperature sensors. This con-
troller only allows a user to set the temperature of a home 
remotely based on the time and date.

… internet connected radio equipment, a childcare pro-
duct, a toy or a wearable  that processes personal or privacy 
related data? 

EN 18031-2 is likely applicable.

Example: A wearable smartwatch tracking fi tness and health 
related activity data. This personal data such as heart rate or 
location should be safeguarded under the EN 18031-2.

… enabling users to transfer money, monetary val-
ue or virtual currency and is potentially prone to fraud? 

EN 18031-3 is likely applicable.

Example: That same smartwatch from the previous example 
which now has the capability to make contactless payments 
with a digital wallet supporting compatible payment cards. 
This is now additionally EN 18031-3 applicable.

The three EN 18031 standards overlap with each other to 
a large degree but also contain specifi c individual require-
ments for the intended scope.

FULFILL EN 18031 STANDARD

Determination of scope 
and applicability of EN 
18031-1 / -2 / -3

Compile technical docu-
mentation as basis for gap 
analysis against EN 18031

Cyber security risk 
assessment

Rating for all EN 18031 
requirements 
(Pass / Fail / Not applicable)

STEP 1 STEP 2 STEP 3 STEP 4
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The EN 18031 requires a technical documentation (see sec-
tion A.2.5.2). This documentation also helps to assess the 
product based on the decision trees that are included for 
each cyber security requirement that is listed in EN 18031. It 
should at least contain the following items:

   information on the equipment’s intended use

   information on the equipment’s expected 
operational environment of use

   equipment’s technical information

   declared state of the art and best practice

   specifi c details such as a list of external interfaces

   cyber security risk assessment

   security concept 

Step 2: Compile technical documentation as 
basis for a gap analysis against EN 18031

While EN 18031 contains decision trees for each requirement 
that suggest a strict “yes/no” logic, arguments have to be 
documented as to why a “yes” or a “no” was chosen. In many 
cases, these “yes/no” decisions are not trivial as they depend 
on the intended use and the operational environment of the 
system. A cyber security risk assessment is required to take 
these product-individual factors into account – which is list-
ed as required information in most EN 18031 requirements.

Example: [SSM-1] Applicability of secure storage mechanisms [4]

The goal of the requirement: “The equipment shall always 
use secure storage mechanisms for protecting the secu-
rity assets and network assets persistently stored on the 
equipment …”

There are multiple secure storage mechanisms with varying 
security properties: “The security assets and network assets 
can be protected by e.g.: 

cryptographic measures like encryption to ensure 
confi dentiality, 

cryptographic measures like digital signatures to 
ensure integrity and authenticity, 

access control using authentication or authorization,

hardware protection measures 

physical protection measures“

But which of those are appropriate depends on the risk 
assessment: “The appropriate protection mechanism de-
pends on the risks associated with the security assets or 
network assets to be stored …”

EN 18031 does not specify how this cyber security risk assess-
ment should be conducted. Therefore, companies have the 
fl exibility to choose a methodology based on their individual 
needs. Companies with many product variants will likely reuse 
risk model components, and those with a single product may 
take a more straightforward approach to risk assessment.

Step 3: Cyber security risk assessment

„… If and how generic security objectives 
are to be achieved depends on the in-

tended equipment functionality and the 
intended operational environment of use. 
They infl uence the actual required imple-
mentation of security measures and the 
strength of those controls in a specifi c 
equipment. A specifi c security measure 
might be appropriate for a product but 
might be too weak or strong for other 

products or the same product when used 
in another environment.” [3]
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Each requirement has applicability criteria that can poten-
tially render the requirement irrelevant for a given product. 
If a requirement is applicable, it has to be ensured that ap-
propriate mechanisms are put in place to satisfy it. EN 18031 
captures this process for each requirement in a decision tree. 
The path taken in the decision tree to end up in a “Pass” or 
“Not applicable” state have to be documented along with 
the according rationales.

Example: [ACM-1] Applicability of access control mecha-
nisms [5]

The smart home controller mentioned in a previous exam-
ple is intended to allow only authorized homeowners to 
remotely adjust their home's temperature. It is not intended 
for public access to these temperature settings as well. 

   The device is delivered to the end user confi gured for ac-
cess via a public IP address, not secured behind a properly 
confi gured local network fi rewall.

   Finally, there are no legal restrictions which do not allow 
access control mechanisms. Therefore, the absence of an 
access control mechanism for this system would fail to 
meet the applicability criteria found in section 6.1 of EN 
18031-1. 

Step 4: Rating for all EN 18031 requirements 
(Pass / Fail / Not applicable)

5. CONCLUSION

The timeline for RED DA compliance is challenging for many 
manufacturers. On top of that, many are not yet aware that 
they are aff ected by the RED DA and risk non-compliance 
with the associated penalties. However, even without RED 
DA, many systems already have cyber security mechanisms 
in place that just have to be documented and mapped to 
the EN 18031. In many cases this constitutes a big step to-
wards compliance already.

Third-party certifi cation is not required in many cases if EN 
18031 is followed, but market surveillance can check this 
anytime. So, it is advisable to implement the required mea-
sures and document them as soon as possible. This eff ort is 
not wasted and is a fi rst step towards EU CRA compliance 
– a horizontal cyber security regulation for which the clock 
is already ticking towards the deadline in December 2027.
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Anything goes, from embedded systems to cloud computing and artifi cial intelligence – 
ITK Engineering, a global tech company, draws on methods-driven expertise to provide 
platform-independent software and system development services. The company is an 
innovative force in digital engineering. Customers in sectors ranging from automotive, 
industrial, and railway engineering to medical systems, agricultural/ construction ma-
chinery, and motorsports count on ITK to instill intelligence in highly complex systems. 
The company has been a wholly owned subsidiary of Robert Bosch GmbH since 2017.
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Building digital solutions with a fi rm grasp 
of many methods 

ITK Engineering’s skill set has a deep method-
ological focus on model-based software devel-
opment, safety, cyber security, artifi cial intelli-
gence, and computer vision. This wide-ranging, 
methods-driven expertise enables us to devel-
op digital and sustainable solutions for custom-
ers across industries. We are the go-to partner 
every step of the way, from the inceptive idea 
to industrialization and standards-compliant 
approval. What sets ITK Engineering apart is 
the range of our experience. Our internation-
al teams work in very diff erent industries and 
can apply the insights gained in one sector to 
another. This diversity of perspectives opens up 
unprecedented possibilities for customers.


